A CEO TO IMPERSONATE,
DIGGING THROUGH
THE COMPANY WEBSITE.
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Business Emaiil
Compromise (BEC):

A Growing Threat to
Organizations Worldwide

MANIPULATION - THE EMAIL
INSISTS ON BYPASSING USUAL

CHECKS, CITING CONFIDENTIALITY ION

OR A PRESSING DEADLINE, . COMPL ETE‘ |

REAL WORLD EXAMPLE
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Ziaiinnaes STEPY

THE SETUP - AFINANCE EMPLOYEE RECEIVES
AN EMAIL FROM WHAT APPEARS TO BE THE
CEO, REQUESTING URGENT PAYMENT TO A
VENDOR DUE TO 'SUPPLY CHAIN ISSUES .

EXECUTION - THE EMPLOVYEE
TRANSFERS THE FUNDS TO
THE FRAUDULENT ACCOUNT.

REAL WORLD EXAMPLE
THE INVESTIGATION

INCIDENT RESPONDER IS
CALLEDIN TO INVESTIGATE
A SUSPECTED BUSINESS
EMAIL COMPROMISE BEC
ATTACK. THE TEAM THE
SECURITY TEAM CONFIRMS
UNAUTHORIZED ACCESS.

—BUT HOW DEEP DOES
THE COMPROMISE GO?

THE RESPONDER HAS TO ANSWER CRITICAL
INVESTIGATIVE QUESTIONS:

HOW DID THE ATTACKER GAIN ACCESS?

DID THEY SET UP FORWARDING RULES TO MAINTAIN CONTROL?

ARE THERE OTHER COMPROMISED ACCOUNTS?

DID THEY ACCESS SENSITIVE FILES OR MOVE LATERALLY?




- STARTING
WITH GAINING ACCESS TO EVIDENCE AND
VISIBILITY NEEDED IN CLOUD ACCOUNTS:

- WAITING ONIT TEAM

FOR ACCESS

- JUMPING BETWEEN
ADMIN CONSOLES

- DIGGING THROUGH
LOG MENUS
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ATTACKERS CAN WIPE LOGS, ESCALATE ACCESS,
OR MOVE TO ANOTHER ACCOUNT.

THE FASTER WAY
TO COLLECT CLOUD EVIDENCE

AFAST, USER-FRIENDLY TOOL FOR INSTANT
CLOUD EVIDENCE COLLECTION—EMAIL RECORDsS,
USER LOGS, AND ADMIN ACTIONS IN MINUTES.

hinalyze! tornado

Preview Binalyze Tornado

Collect critical artifacts like email records, user
access logs, and admin actions in minutes.

Support for Microsoft 365 & Google Workspace.
Export to SQLite for further analysis.

Get access as soon as it's available - for free!

Join the waitlist tornado
Home > Parselets > GWS
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